GEOCODED DATA – ETHICS AND PRIVACY


Please read the relevant ethical and privacy standards, and then read the case study.  Be prepared to analyze and discuss how the standards should apply to the case study.

Ethical and Privacy Standards
· Under the “Common Rule,” (45 CFR Part 690) the privacy and confidentiality of research subjects is to be protected.  
· Study participants must consent to all research procedures after being properly informed of the risks involved in, and potential benefits from the study.
·  In all such research, investigators are required to balance the “predictable risks and burdens to the individuals and communities involved in the research in comparison with foreseeable benefits to them” and others, as well as the reasonableness of risks “In relation to anticipated benefits, if any, to subjects and the importance of the knowledge that may reasonably be expected to result.”
· The Restatement of Torts, Second defines the tort of  “intrusion” as a violation of “the solitude or seclusion of another or his private affairs or concerns” so long as that intrusion “would be highly offensive to a reasonable person” (American Law Institute, 1977, Section 652B).
· The GIS Certification Institute’s “Code of Ethics” calls for GIS professionals to:
· Recognize “the impact of his or her work on society as a whole, on subgroups of society including geographic or demographic minorities, on future generations, and inclusive of social, economic, environmental, or technical fields of endeavor.  Obligations to society shall be paramount when there is conflict with other obligations,” and to,
· Strive to avoid harm to others, including respecting privacy.
· [ADD ANY OTHER ACADEMIC OR PROFESSIONAL STANDARDS RELEVANT TO THE LEARNING CONTEXT HERE]

HYPOTHETICAL

Working with funding from the National Institute of Health and in partnership with the State Department of Health, an interdisciplinary group of researchers from State University conducted a study addressing issues of substance abuse on the First Nation Reservation, the largest Native American reservation in the region.  The First Nation peoples have long suffered from discrimination in the workplace, a lack of private economic investment, state and federal neglect, and a history of broken promises by governmental entities.  As a result, rates of unemployment, violence, child mortality, and substance abuse are higher on the Reservation than in the rest of the State. 

The data collected during the study included information regarding the locations in which members of the First Nation people purchase and consume alcohol.  This information was gathered through the use of interviews with members of the Tribe and third-party observations.  The researchers sought this data in hopes that this information could be used by Tribal and health officials to help focus public health and substance abuse education initiatives.  The identified locations included not only commercial spaces – such as liquor stores – but also public areas in the reservation and individuals’ homes.

Upon completion of the study, all data was stored on State University servers.  Approximately three months after the upload, the State University server system was subject to attack, leaving random portions of all data on the system corrupted.  There is also concern that some of the data on the system was downloaded, including data from the substance abuse study.

Shortly afterwards, the investigators on the substance abuse study partnered with a group from the State University School of Business that has been working with MegaPharma corp.  The Business School faculty and students have been working on creating a marketing plan for “Xyanktz” a new, experimental drug regime targeted at treating alcoholism by suppressing the parts of the brain responsible for addictive personality that MegaPharma has been developing, and is about to start testing for FDA approval.  In an effort to enhance the locational targeting of marketing materials for Xyanktz, the Business school has shared the locational data generated by the First Nation Substance Abuse study with MegaPharma.  Pursuant to a trans-industry data sharing agreement, MegaPharma then provided that data to a variety of major pharmaceutical companies – including Druggycorp, Inc. – in return for a variety of other locational marketing data generated by other members of the consortium.

In an effort to enhance market penetration among a variety of Native American populations, Druggycorp has begun purchasing a variety of databases with locational content that include information about many US tribes, including the First Nation Tribe.  In turn, Druggycorp’s marketing department has hired a database consulting firm to “data mine” the information it has been purchasing, that is, to detect and extract previously unknown interesting patterns or information contained within these data sets.  

As a result of this process, Druggycorp has been able to correlate a broad range of information with each location identified within the First Nation Reservation by the Substance Abuse Study.  Druggy corp. is now able to identify not only the identity of every individual owns each location that has been identified as a site for purchasing or consuming alcohol, but also their criminal record, their typical pattern of movement during the week (based upon locational information from smart-phone usage and credit-card records), and their employment history.

At the same time, members of the original Substance Abuse Study team from State University’s Computer Engineering program have been developing an “App” based upon the project data.  The intent is that app help empower Tribal and public health experts in targeting substance abuse education and treatment services.  The app has been developed along “open source” principles, relying on volunteer coding to help bring the project to fruition.  In turn, volunteers on the project have access to the underlying data for the purposes of developing and testing the app.

The State Department of Health is similarly seeking to use the data gathered by the Substance Abuse Study to begin addressing issues of substance abuse on First Nation Tribal land.  They have started by creating a “heat map”” of substance abuse “hot spots” on the reservation.  The map has been made publicly available on the Department Website.

In the year since the study concluded, a number of complaints have been raised:
· Tribal religious and governmental leaders are upset that the team members entered onto tribal land to collect the locational substance abuse data.  They argue that the presence of outsiders violated the integrity of a number of sacred sites on the reservation, and that the study merely seeks to reinforce negative stereotypes about Native peoples.  They are also concerned that the creation of documentation based upon study data – including maps – both violates cultural norms favoring oral communication, and opens up Tribal lands to further scrutiny by outsiders.  Finally, they argue that, regardless of the Study Team’s intentions, the Tribes’ fraught history with other governmental entities and outside experts makes the Team’s data gathering activities inherently disrespectful and intrusive.
· A number of members of the Tribe have strenuously objected to having their homes, workplaces and/or areas near their homes and workplaces identified as “drunk areas.” They say that many of these locations were inaccurately identified as substance abuse areas by the data from the study, or simply list areas where people from the tribe will occasionally consume alcoholic beverages in a responsible manner.  Indeed, the Reservation’s Catholic Church has been identified as a “substance abuse area” apparently due to the presence of, and normal ceremonial consumption of communion wine.
· Relatedly, the people who live or work near these “substance abuse areas” are subject to ridicule, scorn, and heightened attention from the police.   Some individuals have been fired from their work for simply living at or near a location that has been identified as a “substance abuse area.”
· Parts of the Reservation that have been identified by the study as “substance abuse areas” have subsequently been targeted for aggressive marketing of alcohol, with fliers, banners, and posters distributed nearby promoting a variety of beverages. 
· Tribal health officials and substance abuse treatment workers are also concerned that the public disclosure of “substance abuse areas” is actually promoting alcoholism on tribal lands by publicizing the locations where Tribal members, and particularly minors, can go to drink.
· Since the Department of Health’s “Heat Map” has gone public, the State Legislature has vowed to “crack down” on substance abuse on the Reservation.  They are doing so by cutting state services to tribal lands, including subsidies for education and drug treatment, as well as aggressively deploying State police along the borders of the Reservation, ostensibly to catch drunk drivers.
· The principal of the Tribal Elementary School was fired, and has had to move away from the First Nation Reservation after the Substance Abuse App identified her home as an area of “high intoxication.”  She has pointed out that her home did not appear on the original data set of “substance abuse areas” and that she is a well-known crusader against alcoholism in the community.
· Members of  “The Jackass”, the State University satirical paper recently republished the Department of Health “heat map” with the new title “A Guide to Getting Drunk and Laid in Indian Country.”  The State University Native Students Association has protested that  “The Jackass” was racist and insensitive in republishing the heat map with the new title.  
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